MAN YANO N( }AM:\S‘}}}
s PEE SRENERY

TERMS OF REFERENCE

INTERNAL AUDIT OF ICT
ENVIRONMENT

MBIZANA LOCAL MUNICIPALITY

2019-20



"AIDA||BP 80I1AI9S

191 Buipnioul Aujedioiunu B uiyim sesue jje 0} [9As] uswsbeurpy pue 1ouno) wody ‘Ayedioinu

B Jo suonesado |[B Ul pappaqws 99 pinoys eyl UOoUN) SNONURUOD B S| || JO 80UBUIBAOL
BRI ING A1 ARAIIINIL L AR QifiRlENS B 1B pane|d ag pinous sieelold pue sswwelboid Lo
Jo Bupjew uoisioap ey} Joj Aljigisucdsal Jayuny 10| JO 90UBLISACS 8jelodio) 8y} uayibusis o

"$HIOMBLLEIH 8OUBLIBACL) | D] 8aljoeld 156q oy} uiim aoue)dwod ul a1e yolym ainyno
pue 'sjoJjucd pue swsiueyoaw ‘sessacosd ‘sainpeocold ‘seunjoniis ‘seioljod ‘syiomeureli ‘sue|d
‘seinjoa)yose ‘seibejelis Alesseosau ey} apiacid pnoys Asy) ‘1D] JO @dueulan0s) elelodio)d au}

apnoul 0] suonaun) 8oueLIBA0B JBy} pusixa 0} psau saljediolunw Jo Juswabeue pue 1ounc) ey

's|eob oibajels pue sueld
wswdojpasqg palesBejul s Ayedioiun 8y} yiim saoiAles || Jo Aleallep el ubie oy Ayjediolunw
ay] ss|qeu? Alljigeiunoooe siyf ‘pjeydn ale pue Jualedsuel) uielwal SJUSWIUOIIAUS | Df senijediountu
oy} jo semusiolye |euonelsdo syl pue sjuswilseAul psjelRl 1D Jol sseooid Bupjew uolsioep
syl 18yl ainsus o) Aljedioiunw e uiyum JuswsBeuep pue jounod 8yl uo Aljgisuodsal oyoads

Atan e seorjd 0] o eoueuiancb ejeiodios oy Juswuodiaue Bujelado [edisiunw e ojul pajeisuel |

"JUSLUNDOP SIU} JO SISBeq
SU} SWLIO} UDIUM ‘SHIOMBUWIERIL $5900.d 10| @oioeid 15aq Jaylo pue || JO douBUIBA0 alelodio)
8yl 10} PIEPUEIS (0S8 OS| ‘90UBUISACL) poos) JO 8pod Al Bury syl ul psulep eie splepuels
pue ssonoeld assy ] 'spiepuels pue sonoeld poob paldaooe Ajjeuoneuisiul Aq peuoddns si ainjons

[euonesiueBbio UAIB B UIIM S|@A8)] ||e je pabeuew pue paulaaob aq pjnous 19| 1Byl melA ay]

" LD W SpBUl JUSLUISDAU] SU} Ul anjeA
8] @48} Jey ainsus pue saonpoaul 10| ¥SH eyl ssiwuiw ‘sjeob jeuoiesiuebio sy o) suonouny
10| uBie 0] JueslW SI YJomawely | D JO SOUBLUSAOY Y "S8AIas || uonesiueblo sy} o) sjjousq
BuimolB ypm aued 1509 se usas ag o) umolb sey ]| “siealep 10| jeum pue spoadxs uonesiuebilo

oyl 1Bym uoamieq JnB Bulspim Y} Jo asnedsq souelodull Ul USSH SBY SOUBLISA0D (D)

JluswisBeUBW SAINDSXS PUE [IDUNOY BU} JO
Alqisuodsal oy, ‘SB 90UBLIBAOL) | D] SBQLOSap SINipsU| 85UBLISACD | D] 8y "aAle(go pue s|eob
lediolunjy JO JuswBABIUOE By} Sle)l|ioe) o] sessecold pue sedinosal (D] jo Juswebeuew jusioye

pUE BAI108)J8 8Y} SB PagLosep ussq SBY aouBUIaA0S) {10]) ABojouyoe | UoHEoIUNWILIOT) UOHBULIOW]

GNNOYUDMOVE ANV NOILONQOULNI



PURPOSE AND OBJECTIVE OF THE PROJECT

The purpose and primary objective of this project is to test controls relating to Mbizana Local
Municipality ICT environment, and also document recommendations to address any weakness
identified during the execution of the internal audit. For the purpose sustainable and continuous

improvement, follow up reviews will also be performed.

ROLE OF A SERVICE PROVIDER

Mbizana Local Municipality seeks to appoint a Service provider with a proven track record in the
field of Information Communication and Technology {ICT) Auditing to perform Test Controls relating
to Mbizana Local Municipality ICT environment.

The internal audit must focus on the following key areas:

1. General Controls

It must include:

% Application access — Segregation of duties, Database & Application access efc.

% Maintenance access — Vendor engineers.

% Physical access — Permissions, logging, exception reporting & alerts.

% Environmental controls — Fire protection, AC monitoring etc.

< Fault resolution mechanism.

< Folder sharing and Back-up controls — Safeguard critical information on local desktops.

+ Incidences of violations in last year & corrective actions taken.

2. Software Change Control

It must include:

User awareness

Processing of new feature requests

Fault reporting / tracking mechanism & process for resolutions

Testing of New releases/ Bug-fixes — Testing process (automation level)

Version Control — History, Change Management process efc.

Development / Test / Production environment — Segregation

New release in Production — Promotion, Release note approvals

Production issues / disruptions reported during last year & corrective actions taken.
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3. Data Communication / Network controls

tincludes. SR A ——
% Network Administration — Redundancy, Monitoring, breakdown resolution etc.

< WAN Management — Connectivity provisions for business continuity.

% Encryption — Router based as well as during transmission

% Connection Permissions — Restriction on need to have basis

% Fall back mechanism - Dial-up connections controls etc.
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10. IT Support & IT Asset Management

11.

It must include:

% Utilization monitoring — including report of prior year utilization

% Capacity planning - including projection of business volumes

< 1T (S/W, HW & N/W) Assets, Licenses & maintenance contracts
% Insurance

< Disposai — Equipment, Media, etc

Follow up on AGSA findings:

Sustaining improvement
The auditor is required to audit if the previous audit results by Internal Audit and AGSA and
recommendations of the audit were implemented successfully by making a follow up audit, the

follow ups will cover Asset Management.

As can be seen from the above, the service provider must possess the following:

e The service provider must have knowledge and experience on COBIT 5 and ISACA
framework.

¢ The service provider must have experience and knowledge of performing an ICT risk
assessment in order to identify weaknesses and provide appropriate remedial

actions.

. Auditor Selection Norms

Auditor must have minimum 3 years of experience in IT audit within the public sector space.
The experience should have covered all the Major Areas mentioned under Mbizana 's Audit
Terms of Reference (TOR).

The Auditor should have at least, 1 Certified Information System Auditor, 1 CobiT 5 Foundation
Implementer and 1 CobiT 5 Moderator for quality assurance purposes.

Member of relevant professional body ISACA

The Auditor must have experience in / direct access to experienced resources in the areas

covered under TOR. It is recommended that resources employed shall have relevant industry

recognised certifications 8.g. CobiT 5 Foundatien and Implementatien from ISACA the BT

governing body for systems audit.

The Auditor should have IT audit / governance frameworks and processes conforming to

industry leading practices like CobiT.
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ITEM IWeight

Functionality 100
. Previous Experience 30
. Capacity and Expertise 40

. Methodology 30
\ EVALU/ '
BBBEE POINTS 20

Price 80
T

Breakdown for Functionality:

Functionality Weight
Previous Company relevant experience 30
At least 3 records of previous experience in the public sector carrying out similar
engagements
30
NB: Piease attach letter of reference confirming that the job has been
successfully done.
Capacity and expertise to undertake the project 40
- Proof of registration of the Directors to relevant Professional Body. 20
- Proof of registration of the Company with professional Body. 10
NB: Attach proof of Professional Registration Body / Certificates in order to 10
claim the above points.
Methodolegy 30
Brief and clear proposal indicating clear understanding of the requirements 20
set out in Terms of Reference (specification)

5. SUBMISSION OF PROPOSALS

Proposals must be enclosed in a sealed envelope clearly marked proposal number and
addressed to the Municipal Manager. Proposals must be deposited in the tender box at
the offices of Mbizana Local Municipality at 51 Winnie Madikizela Street, Bizana, 4800

on or before the closing date and time. Faxed, Emailed and late submissions will not be

considered. Proposals will not be opened in public.
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